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1 Basis 

· The LSP orients itself on the “Instruction 16” and the Management Tool, both July 2002-12-22

· The security and safety precautions result from recommendations given by the COOF Moscow, the findings from the assessment mission in Stravropol and Maikop (2002-11) and the security standards of the Headquarter 

The signing person has received and understood the LSP and is familiar with the content of Instruction 16:

	Date
	Name
	Function
	Signature

	
	
	
	


The present LSP consists of 4 pages and includes the following appendixes:

Appendix 1:  Contact list SDC personnel, COOF Moskau, HQ Bern

Appendix 2: Contact list local government and own security set up

Appendix 3: Contingency plan “Fire”
Appendix 4: Contact list local police, medical doctors, hospitals, fire brigade

Appendix 5: Map of Maikop showing: CfR Office, residences of staff, hotel and meeting points

Appendix 6: Contingency plan “Traffic accident”

Appendix 7: Contingency plan “Kidnapping of SDC employees”

Appendix 8: Travel to Maykop

2 Introduction

· The first version of this LSP was developed on request of the HQ during the second assessment mission for the implementation of the CfR project. The structure is based on the SDC Standard Security Management Tool, from July 8th 2002 

· The LSP is written in English language and partly in German language and shall be valid for: 

· Foreign and local staff of the CfR project in Maikop 

· SDC personnel and consultants visiting the project

· Swiss  journalists and visitors with an official SDC-CfR approval to visit the project

· The LSP has to be presented to the SDC COOF Moskau and the SDC HQ in its original version and in its newest version as soon there are changes made 

· All local and foreign SDC personnel, consultants and visitors have to receive and accept the newest version of the LSP and sign the LSP in the presence of  the Project Manager

· The LSP has to be updated regularly. The newest version has to be signed by the head of the CfR project who is responsible for the security at the dates shown below:

	Version
	Date 
	Elaborated by / updated by
	Date , Signature

	1
	29.11.02
	Helmut Scheuer

Consultant  assessment mission
	

	2
	06.02.03
	2. Update 

Carlos Marbach, CfR Project Manager
	

	3
	28.02.03
	3. Update 

Carlos Marbach, CfR Project Manager
	


3 Summary of the Risk Assessment

· The dominating factor for describing the situation in the  Adygeya Republic as dangerous for a prolonged stay for foreign personnel of humanitarian organisations is the ongoing conflict in and around Chechnya. (About 700 km from Maikop)

· A direct danger for foreign personnel because of the ongoing war due to bombing, shooting, mines, etc. is not existing in the Adygeya Republic.

· However as a result of the Chechnya conflict a general detoriation of the security situation in the whole Caucasus Region can be observed. This general insecurity affects the living and working of foreign personnel.

· The main thread to foreign personnel is kidnapping and the danger of being affected by general criminal activities of criminal gangs and criminal societies 

· The UN security organisation is classifying the security situation in Stavropol as phase 3. This means that a 24 hours protection of foreign personnel through guards is recommended. (SDC is generally following these recommendations). For the Adygeya Republic there is no UN security classification, as far as the authors are informed.

Security measures

3.1 Contract with the local authorities of the Republic of Adygeya

A contract was signed between the local authorities of the Republic of Adygeya and the SDC/CfR project management. This contract regulates the provision of security services and safety  by the Ministry of Interior of the Adygeya Republic for the personnel of the SDC/CfR programme working in the Adygeya Republic.

3.2 Standard procedures in Adygea Republic

	Topic
	Rules 
	Security measure

	Living situation

Accomodation
	SDC staff will be staying in 

· Adygeya : Hotel Maikop or government guesthouse

· Stavropol: Hotel Intourist

· Krasnodar:  Hotel Moscow

Other accommodation is not permitted
	· The hotels are guarded through their own security forces.

· Check emergency plan of hotel

	Movement within the towns on food
	Movement outside the accommodation and the office only with personal protection during daylight and night


	· Personnel protection is obligatory 

· Routes should be changed

· Not illuminated places during night have to be avoided

· Avoiding potentially dangerous places such as markets, bus stations



	Movement within towns with cars
	Only in driven cars, own driving is not permitted
	· Only in project cars or

· Official government vehicles

· Escorted by police car 

· Personnel protection is obligatory 

· Routes should be changed

	Movement within the Republic of Adygeya
	Only in driven cars, own driving is not permitted
	· Only in project cars or

· Official government vehicles

· Escorted by police car 

· Personnel protection is obligatory 

· Routes should be changed

	Movement to and from the airport 
	By car to Stavropol

By car to Krasnodar
	· Only in project cars or

· Official government vehicles

· Escorted by police car 

· Personnel protection is obligatory 

· Routes should be changed

	Information towards the security forces
	As soon SDC personnel is leaving the hotel


	· Security forces have to be informed concerning any outside moves in advance

	Briefing of staff
	Weekly briefing on security issues
	· Updates concerning incidents

· Outside information

· Change of patterns

· Plans for travelling

· Use of cars

· Allocation of security staff

	
	Handling of rumors
	· Collection of rumours with date and source

· Discussing the topic  during weekly meetings


	Topic
	Rules
	Security measure

	Cash security
	Programme funds  and payments for small projects will be handled only by a bank or the postal services


	· Information towards the public, that the main funds will be only transferred through banking channels



	
	Funds for the project expenses such as for payments of salaries and bills should be kept in different safes
	· As little cash as possible

· Handling of finances only in very safe places



	
	Transfer of cash
	· As little cash as possible




	Topic
	Rules
	Security measure

	Document security
	Regular back ups of PC 
	· Total back up every week

· Normal back up every day



	
	Access to information and adjusting the Database
	· Guidelines concerning access within the office



	
	Handling the beneficiary list
	· Revised DEZA instruction




3.3 Specific risks

· The main thread according the security assessment is the kidnapping of foreign personnel. The project implementation orients itself on this factor. 

· The second thread are bomb blasts in public places such as markets, bus stations, etc.

· The third thread are criminal attacks. 

These threads cannot be avoided completely. The risk however can be reduced if the chosen security set up is taken seriously.

3.4 Contingency planning

For general safety precaution info sheets are attached.

In case of conflict, civil unrest, etc. as an preparedness measure an evacuation plan should be elaborated by the COOF in Moscow including the set up of an  information chain and rules and guidelines how to handle the press. 

3.5 Incident Reporting and Security Monitoring

· CfR Maikop is monitoring the security situation continuously. One employee has the obligation to collect all relevant information.  (Elena until new orders)

· This information has to be shared and discussed in weekly staff meetings and upgraded if necessary

· The collected information (List of incidents) is as an annex a part of the weekly reporting

· COOF Moskau has to inform CfR Maikop on important information from their channels especially from UNSECORD sources every week
4 Appendixes


4.1 Appendix 1:  Contact list SDC personnel, COOF Moskau, HQ Bern

Bitte ausfüllen!

Information chain:

	In case of
	1.contact
	2.contact
	3.contact

	Accidents of SDC foreign personnel
	CfR Maikop, PM or Vize PM
	COOF Moscow
	HQ Berne

HQ informs relatives

	Accidents of SDC local personnel
	CfR Maikop
	COOF Moscow and 

Local administration
	Relatives

	Accidents of foreign visitors
	CfR Maikop, PM or Vize PM
	COOF Moscow
	HQ Berne

	Kidnapping of foreign personnel
	CfR Maikop, PM or Vize PM
	COOF Moscow
	HQ Berne



	Kidnapping of local personnel
	CfR Maikop, PM or Vize PM
	COOF Moscow and 

Local administration
	Local administration informs relatives


Appendix 2: Contact list local government and own security set up

Bitte ausfüllen und zwar die Adressen und Tel. Nr, unserer lokalen Partner insbesondere des Sec. Set up

4.2 Appendix 3: Contingency plan “Fire”

Contingency Plan „Fire in CfR-Office and/or Hotelroom“

· As a general precaution please carry always your wireless and/or VHF radio with you.

· In case of smoke development or fire in the Hotel Maykop please stay quiet do not panic or enter unnecessary risks and inform immediately the Hotel administration and the Firefighters Tel Nr.  01

· Please inform the CfR office and or SDC members in Room Nr 304, 310 and 311

· A fire extinguisher can be found in the in  Room 304 and 310
· REW searches  MAC by Radio by „Charly 1 ruft Charly“
· MAC calls REW by wireless phone

· Meeting Point Poster should be deposited  well visible

· Meeting point 1 during day time: Turkish caffee  300 m south of the Hotel on the left side 
· Meeting point 2 during night time: Administration, Entrance North

· Contact with Administration ??? Mr. Rouslan  Hazretovich
A general rule: No comments to the press

Additional remarks
· An evacuation plan of the hotel is available 

· Stairway  close to room Nr 308 is normally closed

· Stairway  close to room Nr 312 is normally open (Main stairway)

· Stairway  close to room Nr 312 is normally open

· The emergency exits close to room 321 going up to the roof is normally locked 

· The water hoses in the both stairways are out of order 
4.3 Appendix 4: Contact list local police, medical doctors, hospitals, fire brigade

	Ambulance, medical doctors


	03

	Feuerwehr/Firefighters


	01

	Polizei/Police


	02

	Anja


	4 79 91


4.4 Appendix 5: Map of Maikop 

Showing: CfR Office, residences of staff, hotel and meeting points

4.5 Appendix 6: Contingency plan “Traffic accident”

Contingency Plan „Traffic Accident“

In case of an traffic accident please proceed as follows:  

· Stay quiet

· Assist in securing the location of the accident

· Try to assist with first aid, a first aid kid is always available in the “Wolga”

· Have the Ambulance called and inform about location, number of injured persons and the kind/level of injuries

· Inform CfR office Maikop, the Project manager or his Deputy 

· Accompany the injured persons to the hospital

In case of injured foreign personnel information to Switzerland:

· The Project Manager or his Deputy inform the COOF in Moscow and the HQ in Berne

· The HQ in Berne inform the relatives and if necessary the REGA

· All contacts concerning transportation, level of injury etc. will have to be done direct between the Project Management Maikop and REGA. COOF and HQ will be consulted and informed

Emergency phones in Maikop:

Bitte noch ausfüllen

EX Schweiz:

007 877 227 10 56

CfR office in Maikop

007 902 421 32 71

Project Manager, 
Carlos Marbach

00873 761 242 980

Satphone

079 657 657 3

CH Natel, 

007 902 421 33 10

Deputy Project Manager 
Walter Reithebuch

4.6 Appendix 7: Contingency plan “Kidnapping of SDC employees”

Contingency Plan „Kidnapping of SDC employees in Adygea“

 General remark:

· In any kidnapping case steps and measures will be only undertaken by the SDC Coordination office in Moscow and the SDC Headquarter in Bern.

· Please inform immediately the Project Management of CfR / SDC and the SDC emergency numbers in Bern and Moscow.

· Local authorities will be informed only via the the Project Management of CfR / SDC.

· Refrain from informing the press and media

If you are kidnapped yourself:

· Stay as quiet as possible

· Try not to defend yourself

· Do not take any risks and try to play the hero

· Do not try to escape 

· However try to establish a somehow positive relationship with the highjackers

4.7 Travelling to Maikop

	CfR
Cash for Reinstallation

Programme

South Russia
	[image: image2.png]



Swiss Agency for Development and Cooperation
	Security Rules for DEZA Travellers to Maikop

MAC 22.01.03


1.) Schönwettervariante

1.1. Flug von Zürich über Wien nach Krasnodar. (ZRHVIEKRR) sehr angenehmer Flug mit OS. Abflug in ZRH um 0755, Ankunft in KRR um 1500. 

1.2. Zürich Wien mit Airbus ca 1 Stunde, Wien Krasnodar mit Canadair, (Business vorhanden), ca. 3 Stunden Flugzeit.

1.3. Ankunft in KRR, Pass- und Zollkontrolle

1.4. Meeting mit “CfR-Empfangskommitee”

1.5. Weiterfahrt mit Projektfahrzeugen und Polizeieskorte nach Maikop, ca. 2 Stunden.

1.6. Die DEZA Besucher werden prinzipiell im Hotel Maikop untergebracht.

1.7. In Maikop und Umgebung sind Bodyguards und bei field Trips zusätzliche Polizeieskorte zwingend.

2.) 
Schlechtwettervariante

2.1. Falls das Flugwetter eine Landung in KRR nicht erlaubt wird meistens als Ausweichflughafen ANAPO angeflogen. Ca. 25 Flugminuten von KRR.

2.2. In Anapo werden Pass- und Zollkontrolle gemacht und anschliessend werden die Passagiere mit Bus nach Krasnodar gebracht.

2.3. Fahrzeit: Nonstop ca. drei Stunden. (Wasser und Zwischenverpflegung mitnehmen.)

2.4. Das CfR Empfangskommitee bleibt in der Zwischenzeit in Krasnodar Airport, im internationalen Sektor, und wartet dort auf die DEZA Gäste.

2.5. Nach einer kurzen Pause fahren die DEZA Besucher mit Projektfahrzeug und Polizeieskorte weiter nach Maikop.

2.6. Die DEZA Besucher werden prinzipiell im Hotel Maikop untergebracht.

2.7. In Maikop und Umgebung sind Bodyguards und bei field Trips zusätzliche Polizeieskorte zwingend.

3.) 
Fluggäste ex Moskau

3.1. DEZA Besucher ex Moskau werden sinngemäss nach 1.3 bis 1.7 bez. 2.5 bis 2.7. empfangen.

In jedem Fall bleibt das Telefon +7 8772 27 10 56 bis zum Eintreffen der Gäste besetzt.

4.) Anreise auf dem Landweg

4.1. DEZA Besucher, welche auf dem Landweg nach Maikop reisen werden gebeten, die ungefähre Ankunftszeit und die Route mindestens drei Tage im Voraus dem CfR Office in Maikop mitzuteilen. 

4.2. Ab Grenze Adygea gelten CfR security rules welche zwingend für jeden Besucher sind. Ein Empfangskommitee und die Polizeieskorte werden die DEZA Besucher an einem jedesmal neu festzulegendem Punkt erwarten.
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